ITPABHJIA
3a 0€30I1aCHOCT HA 1eLaTa U yYeHUIUTe B
KOMIIOTHBPHATA MPEXKa B IeTCKATA IPaJiHHA, YYWINIIETO H B HHTEPHET

Te3u npaBuia ca pa3padorenu ot AbpxaBHATa areHIUA 32 3aKPUJIA HA /1€TETO, B
napTHbopcTBo ¢ I'1aBHa jupekuusi ,,bopbda ¢ opraHmsupaHara npecTbIIHOCT”,
HanuoHnanen umeHTbp 3a 0e30maceH MHTepPHeT, MUHUCTEPCTBO HAa 00pPa30BaAHHMETO M
HaykaTa, PermonajsHo ynpasjeHue Ha oopazoBanuero — Codusi-rpaa, pbKOBOAUTEIHN HA
oOpa3oBatesiHn HHCTUTYUMH OT Cbhlo3a Ha padoToAaTe/IMTEe B CHCTEMATA HA HAPOHATA
npocsBera B boiarapusi, Capy:keHUeTO HA IMPEKTOPUTE B CPeAHOTO oOpa3oBaHue Ha P

buarapus.
Ienurte Ha npaBuiIaTa ca Ja ce:

o rapasHTupa INpaBOTO HA [eTeTOo/y4eHHIUTe Ha JOCThI A0 IMOAXOAMAIIA
HH(pOpMaLUd U MaTePUAIH B MPeXKaTa;

o OCBIIECCTBHM NPEBEHIHMA W CHHTE3WpPAa HA €IHO MACTO MHpopmanusiTa 3a
ONACHOCTHTE B MHTEPHET;

. NPEAOCTABAT KOHKPETHH HACOKM 324 3aKpH/a Ha JeTeTo W 0e30macHo
MOBeJeHNE B KOMIIIOTbPHATA MpPe:Ka B 1eTCKATa I'PAJiMHA U B yYWJIMIIE U B HHTEPHET;

o Nnoa00pH KOOPAMHAIMATA M OTTOBOPHOCTHTE HA YYACTHHLMTE H/WJIH

BCHYKH 3AaUHTEPECOBAHU CTPAHH.

OTroBopHOCTTA 3a TapaHTHUpaHE MpaBara Ha JelaTa 1 3alliuTa Ha TEXHUTE UHTEPECH €
CIOJIETIeHa OTTOBOPHOCT MEXKAY CEMEHCTBOTO, OOIIECTBOTO M JIbp’KaBara, 4pe3 HEHHUTE
OpraHu W WHCTUTYIMHU. BbIpeku ToBa, Ta3u OTTOBOPHOCT € paslpe/esieHa, KaTo TS ce maja
MIPUOPUTETHO HA CEMEUCTBOTO, MO-CIECIIUAITHO Ha POJUTEIINTES, HACTOMHUITUTE, TIOTICUUTEITUTE
WJIU JPYTHUTE JIMIA, IPU KOUTO JETETO € HACTaHEHO, TOraBa KoraTo € Ouiia mpeamnpuera Mspka
3a 3aKpuiia [0 OTHOIIEHHE Ha Hero. OTUUTAMKK TpyAoBaTa aHraXKUPAHOCT HA POAMUTEININUTE, B
HAKOHW OT CJIIy4auTe M TPYJAHOCTUTE, KOUTO M3MUTBAT B OTTIICKIAHETO W BB3MUTAHHUETO Ha
JETETO, B OCHOBONOJIAramiys MEXIyHapoJeH aKT 3a mpaBaTa Ha jaerero KoHBeHLHMsTa Ha
OOH 3a mpaBara Ha J1eT€TO, KAaKTO M B pPeaMIla HOPMATHBHU aKTOBE OT HAIMOHAIHOTO HU
3aKOHOAATENICTBO, € TI0OCOYEHO Kak OOIIeCTBOTO, COLMATHUTE H O00pa3OBaTEIHUTE
WHCTUTYIIUH, U JbpKaBaTa U3MBJIHABAT T€3W CBOM OTTOBOPHOCTH 3a OKa3BaHE HA aJeKBaTHa
MOAKpeNna Ha CEMEHCTBOTO, 3a 3aKpWjla Ha JETETO M 3a 3allluTa Ha HErOBUTE IpaBa M
HWHTEpECH.

CorinacHo Konenumsara Ha OOH 3a mpaBara Ha JeTeTo, POAUTENUTE HMaT
IBPBOCTETNIEHHA OTTOBOPHOCT 3a OCUTYpsIBaHE BHUCIIUTE WHTEPECH Ha JETeTo Ja Obaar
I'BPBOCTENIEHHO choOpakeHue. Poautenute v, cnoped ciydas, 3aKOHHHTE HACTOWHMIIH,
MONEYUTENIM WIM JPYTH JIUIA, MPU KOUTO JETETO € HACTaHEHO, HOCAT OTTOBOPHOCT 3a
OTIJICK/IAHETO U PA3BUTHUETO HA JIETETO.

JmbpxaBara, upe3 HEHHUTE OpraHu, TPSOBA Ja MpeAIpreMe OAXO/ISIIN CTHIKH, 3a JAa
MOAKPENHU POAUTENNTE MPU U3IIBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POIUTENH
HE MOTaT WM C€ 3aTPyAHSIBAT, TO B TE€3W CIIy4yau C€ HAMECBAT OTTOBOPHUTE IbPKABHU
MHCTUTYLMH, 32 Ja OCUTYpST CIa3BaHETO Ha IMpaBaTa Ha JIETETO U 3aJ0BOJIIBAHETO Ha
HETOBUTE HYXXKIU. 3abJDKCHHE Ha JbpKaBaTa € OCUTYPSIBaHE Pa3BUTHETO HAa WHCTUTYIIUH,
3aBelleHUsT W ycIyrn. B Ta3u Bpb3ka ponsATta Ha 00pa3oBaTeNHUTE WHCTUTYIUU €
M3KITIOYUTETHO BaXKHA M KJIFOYOBA. Te MOTrar Ja JAOoMpHHEcaT 3a 00yUYEeHHETO U MPEBEHIUATA
Ha PUCKOBETE HE CaMO Ha JIellaTa, HO U Ha POJAUTENIUTE, KATO MO TO3M HAaYUH MOTaT J1a UMar
JIBOMHA TI0JI3a 3a Jiernarta. B Ta3u mocoka HACTOAIIMTE MpaBUiIa, JaBaT OCHOBHU IMO3HAHUS 32
OMAacCHOCTUTE, KOUTO KpHE BHUPTYAIHOTO MPOCTPAHCTBO C II€JI OCUTYpsIBAHE 3aKpuiaTa Ha
JIETETO OT BPEAHM 3a HEro MH(opMaIys, MaTepruaii i KOHTaKTH.




OcCHOBHUTE NMPUHIUNHU 32 padoTa B KOMOIOThPHATa Mpexa B JETCKa TpajuHa U
YUUITUIIE U B UHTEPHET ca:

1. PaBeH mocThIl HA BCHUKH Jela U YICHULIH;

2. 3amwra Ha Jenarta U YYeHUIIUTE OT BPEAHO WM HE3aKOHHO ChIAbpPKAHUE U
nH(pOpMaNUsg KaTo: CaMOHApaHSIBAHE, ThPIOBHsI ¢ HAPKOTHUIM, Xa3apT, MpOIaraHjupaHe Ha
BPE/HU U ONACHU HABUIM U JCHCTBHS KaTO aHOPEKCHs, Oyinumusi, mopHorpadusi, Tonepupane
Ha pa3nuyHu (HOpMH HA HACHUIIUE, MPOIMOBSIBAHE HA TEPOPHU3BM, €THHYECKA U PEITUTHO3HA
HETOJIEPAHTHOCT, CAMOYOHIICTBO U Ap.;

3. 3aunTaHe W 3alIUTa HA JIMYHATA HEIPUKOCHOBEHOCT;

4. TloaroroBka M KOHTPOJ Ha JielaTa U yYeHUIIUTE 3a 0€3011aCHO U OTTOBOPHO
MOBEJICHHUE OHJIANH,

5. CobTpyIHHYECTBO B AyX Ha TOJEPAHTHOCT M AOOpOHAMEPEHOCT MEX[IY JIeTCKaTra

rpaguHa/yYWIHIIETO U POJAUTEIUTE/HACTOMHUIIUTE.

KomnoThbpHaTa Mpexa B JeTCKa TpaJdHa W YyYWIWINE CE€ U3M0JI3BAa B
MeIarOTMYECKUTE CUTYallMd U Y4eOHH 4acoBe caMo 3a oOpaszoBarenHu nenu. Llsimata mpexa
oOXBalla KOMITIOTPUTE, CBBp3aHH ¢ KaOenHW W/HWiu O€3KWYHH BpPB3KH, CHUTYHpPaHU B
KOMITIOTbPHHUTE KaOWHETH, 000pYy/IBaHHM KJIACHH CTaW W aJIMUHUCTPATUBHUTE MMOMEIICHUS Ha
oOpa3oBarenHaTa WHCTUTYIIHS, KAKTO M YCTPOHCTBaTa (MEPCOHATHN CMAapTHOHH, JTANTONH U
TabJIeTH) ¢ O€3’)KUUYEH JOCTBIT JJO UHTEPHET.

JleuaTa u y4eHUIIUTE UMaT IIPaBO Ha:

1. Pamen mocThIl 0 Mpexara Ha 00Opa3oBaTeiHaTa MHCTUTYIHSA, C U3KIIOUSHHE Ha
KOMITIOTPUTE B aIMUHUCTPATUBHUTE MIOMEIICHHUS.

2. Pabora c ycrpoiicTBata (KOMIIOTPH, JIAIITOIH U TaOJIETH) B MpeXKara C
MOJIKperaTa Ha MeJarornyecky CreranucT.

3. OOyueHue 3a 6e30MacHO M OTTOBOPHO TIOBEJICHUE B MpekXaTa Ha oOpa3oBareHaTa
WHCTUTYLUS U B UHTEPHET.

4. Wudopmanms 3a mpaBuiara 3a paboTa B Mpexara.

5. Curypna uudpoBa cpesa B 1eTcKaTa rpajiiHa U yUYHUIHLIETO.

6. Ilon3BaHe Ha MOOWIIHUTE CH YCTPOMCTBA H3BBH YUeOHUs TIporiec (TOYUBKaTa U
MEXJy4yacusara), a Ipu U3pUYHO YKa3aHHE Ha y4WTeN — U B y4eOHHUs yac/mefarorudeckara
CHUTYyaIHs 3a IeJUTe Ha YIeOHHsI ITPOIIeC.

BAXKHO! [lpaBunara 3a 6e3onmacHa paboTa B HHTEPHET, KOUTO JIeIaTa U YUYCHUIIUTE
ca 3aJbJDKEHU Ja CIasBar, ce MOCTaBAT HAa BHJIHO MSACTO B oOpa3oBaTeilHaTa WHCTUTYLHS,
KaKTO W B KOMITIOTBPHUTE KaOMHETH, TaKa M HA caliTa Ha JETCKaTa TpaJHHa/yIrIueTro. B
HAYyaJloTo Ha YydeOHaTa TOAWHA MO TMOAXOMASI] HAYWH BCHYKH Jlella U TEXHHUTE
POINTEITH/HACTOMHHIIA/TIONIEYUTETN CE 3all03HaBaT C TAX. llegarosure TEPHOAMYHO
HAMOMHSIT 32 TSIX U 32 CUTYPHOCTTa B MHTEPHET B MOJIXOIAIIH GOPMH U IEHHOCTH, B KOUTO C€
BKJIFOYBarT }ICHaTa/y‘IGHI/IHI/ITe U pOOUTCIINUTEC UM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00pa30BATEIHUTE HWHCTHTYIHH,
Ha npodecHoHaJUCTHTE, padoTem C JAena M ¢ HHPOPMAIHOHHO-KOMYHHKAIMOHHHI
texHosorun (UKT)

JIMpeKTOpPBT Ha JAeTCKaTa rpalHa/yuYnIHIIETO:
1. Opranusupa AeHHOCTTa [0 U3II'BJIHEHUETO Ha TE€3H MpPaBUiia, U OCUTypsBa JOCTHIT
70 KOMITIOThpPHATa Mpexka, e(eKTUBEH M IMOCTOSHEH KOHTPOJ, IUIAHMPAHETO HAa MEPKH I10




OopraHm3alusTa 3a clia3BaHe Ha MpaBWJIaTa 3a padoTara Ha Jelara U YYeHULIUTE B MpexKaTa U
3allUTa OT BPEAHO MM HE3aKOHHO ChAbPKAHUE B UHTEPHET.

2. OcurypsiBa mpH TEXHHYECKA Bb3MOXKHOCT IIpOCIIesiBaHe Ha Tpaduka,
OCBILECTBSIBAH Ype3 MpekaTa Ha 00pa3oBaTesiHaTa HMHCTUTYIUS.

3. Ilpu koHCTaTHpaHe HA CcIy4yau Ha KUOEPTOPMO3, HE3aKOHHO ChIIbPKaHUE U
MOBEJICHUE B Mpekara Ha oOpa3oBaTellHATa WHCTUTYLHS W/WIH B HHTEPHET YyBEIOMSBA
He3a0aBHO KommeTeHTHuTe opranun — Jupeknus ,,ConumanHo mnoamomaraHe, 1o
MecTornpeOuBaBaHe Ha JAeTeTo U [ maBHa aupeknus ,,bopba ¢ opranm3upanara npecTbIHOCT,
crienuaau3upanuar ornaen ,,Kudepnpecrenuoct Ha MBP. B Te3u cinyuam okasza HYXHOTO
Ch/JICHCTBHE HA KOMIIETEHTHUTE OpPraHd C I1eJd YCTAaHOBSBAaHE HA U3BBPIUIUTEIUTE WU
npearnpueMa MEepKH 3a MPOTUBOJCHCTBHE U MpPEMaxBaHE HAa CHOTBETHOTO ChIbpPXKAHUE OT
MpekaTa Ha o0pa3oBarerHaTa HHCTUTYIMA. Moe /1a mojdy4yaBa U KOHCYJITAHTCKA TTOMOII OT
Hanmonanuus neHThp 3a 0e301aceH HHTEPHET.

4. Opra"u3upa B HAYAJIOTO Ha BCSAKA yueOHA roJMHA 3aMi03HaBaHE HA Jerara u
YUYEHULIUTE U POJUTEINTE/HACTOMHUIIMTE C MpaBuUjIaTa 3a 0ezonacHa paboTa B Mpexara.

5. OcwurypsiBa OTTOBOPHO JIIIE (CIYXKHUTEI I HACT BHHIICH CIICIIHAIHCT), KOCTO J1a
U3MBIHABA GYHKIIMUTE HA CHCTEMEH aJIMUHHUCTPATOP.

Yuuresanre, NeJaroru4eCKUTE CENMAJINCTH U PbKOBOIUTEIUTE 110 HANIPABJICHHE
HUKT ca nnbxHU ga:

1. PasscuHsBar nmpaBuiaTa 3a 6€300aCHO U OTTOBOPHO IOBEJIeHHE ITpU padoTa B
Mpexara Ha 00pa3oBaTeTHaTa HHCTUTYIHS U B MHTEPHET.

2. OcpliecTBABAT NOCTOSHHO HAOJIOEHNE U KOHTPOJ BbpXY paboTara Ha Jenara u
YUYEHULIUTE B MpexaTa Ha 00pa3zoBaTesIHaTa MHCTUTYILUS B y4EOHO BpeMe.

3. Ipennpuemar He3abaBHU MEpPKHU 3a IIPEyCTaHOBSBAaHE HA JOCTHIIA Ha Jie1ara 1
YYEHHULIUTE 10 HE3aKOHHO U BPEIHO ChIBbPKAHUE B MpexKaTa.

4. VYBenomsBaT He3a0aBHO AUPEKTOPA Ha JIeTcKaTa IpajinHa/yqrIUIIeTo Ipu
HapyllaBaHe Ha IpaBujiaTa, ciydyau Ha KUOEpTOPMO3 WK NIPU YCTAaHOBSIBAHE HA HE3aKOHHO U
BPEJIHO ChIIbPXKAHHUE WU MIOBEACHUE B MpeKaTa.

5. Oxka3Bar nojxperna Ha Jiera ¥ Y9eHUIN — 00eKT Ha KHOEPTOPMO3, upe3
II'bPBOHAYAJIHA TICHXOJOTMYECKa IOJKpENa OT YYWIMLIHMS IICUXOJOr, Ype3 pa3roBop OT
CTpaHa Ha MeJaror B eTCKaTa rpajiiHa 3a CHU)KaBaHE Ha HaPEXEHUETO Yy JETETO.

6. Curnanusupat npu HeoOxoaumoct upekius ,,CoruanHo nognoMarase’ no
MECTOKMBEEHE Ha JIeTeTO/y4eHHMKa C Le] OIIEHABaHE Ha HYXKJaTa OT HAaco4YBaHE KbM
COLIMAJIHM YCIIYTH 3a OKa3BaHE Ha MOCJeABalla oIKpena.

CHucTeMHMAT aJIMUHMCTPATOP (CIyXkHUTeN B 00Opa3oBaTesIHaTa MHCTUTYLUS WM HAeT
BBHIIIEH CIIEUAINCT):

1. OcurypsBa obuiara 6€30macHOCT U (PYHKIIMOHAIHOCT Ha MpeXara.

2. Ilpemara u mpuiara MEpKH, OrpaHUYaBaIlH JOCTHIIA HA JIeTlaTa U yYeHHUIIUTE JI0
BPEIHO WJIH HE3aKOHHO CBIbpPXXaHUE M IIOBEJACHHE B MHTEPHET B CBOTBETCTBHE C
JeiicTBalloTo 3aKkoHoAaTencTBo Ha PenyOnnka bearapus.

3. U3BbpuiBa nepuouyeH nperie] Ha KOMIIOTbpPHATa Mpeka Ha o0Opa3oBaTesiHaTa
MHCTUTYLUS 32 HAJIMYUE HAa BB3MOXKHH 3alUlaXd U PUCKOBE 3a CUTYpPHOCTTa Ha Jienara u
YUEHHIIUTE MPH paboTa B UHTEPHET.

4. Crnenu Tpaduka, OCHIIECTBIBAH Ype3 KOMITIOThpHATA MpeKa Ha 00pa3oBaTeTHATA
WHCTUTYIUSL.

5. Ilpeanpuema He3abaBHU MEPKHU 3a MIPEYCTAHOBSIBAHE HA JOCThIIA HA JelaTa U
YUEHUILIUTE 10 HE3aKOHHO ¥ BPEIHO ChABpKAHUE B MpEKaTa.

6. VYBemomsaBa He3a0aBHO JUPEKTOPA HA JETCKATA TPaHA/YIWIIHINETO TIPH CITyJIan
Ha KuOepTOpMO3, HapyllaBaHe Ha IpaBWiIaTa MWJIM NpPU YCTAHOBSIBAaHE HA HE3aKOHHO
ChJIbpKaHUE WU NIOBEJIEHUE B MpeXkKaTa.



7. CobaelicTBa 3a yCTaHOBSIBaHE Ha U3BBPILIUTENN HA KHOEPTOPMO3 M MpHUiIara MEpKU
3a OTpaHNYaBaHE HA TAKWBA CITydYau.

Yacr I1. IlpaBa U 0TTOBOPHOCTH HA POAMTEIUTE

POI[I/ITe.]II/ITe uMmar 1mpaso Ja.

1. HonyanaT I/IH(bOpMaHI/ISI 3d PUCKOBCTC H 3allJIaXUTC 3a 6630HaCHOCTTa Ha
TCXHUTC ACLIA HpI/I pa60Ta B I/IHTepHeT B ACTCKAaTa I‘pal[I/IHa/y‘-II/IJII/IH_ICTO 1 BKBIIU.

2. bwaaTt cBoeBpeMeHHO HHPOPMHPAHU, aKO JETETO UM € 0OCKT Ha KHOEpTOPMO3 B
JeTCKara rpa):[HHa/ YUUIAIICTO.

3. Y4acTBaT CHBMECTHO C PBKOBOACTBOTO Ha 06pa30BaTenHaTa HHCTUTYLHA IIpU
paspelaBane Ha BCEKH KOHKPETEH MpobieM, CBbp3aH ¢ HapyllaBaHe Ha IpaBuiIaTa OT CTpaHa
Ha TEXHUTE JIela.

4. yqaCTBaT ChC CBOU HpeI[JIO)KeHI/IH B OHpCI[eJISIHeTO Ha HpaBI/IJIaTa nu MepKI/ITe 3a
6630HaCHO H3II0JI3BAHC HA HMHTCPHET B ACTCKATa Fpa,Z[I/IHa/y‘lI/IJ'II/IH_IeTO.

5. Tlonyyar nadopmanus 3a HHGOPMANMOHHO-CUTHATU3ANUOHHH IIATPOPMHU KATO
www.qdbop.bg; www.cybercrime.bg; WWWw.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTesinTe HOCAT OTTOBOPHOCT Ja:

1. TlomorHar Ha JETETO CH Jia U3rpaad yMEHHUS 3a OHJIAiH 00IyBaHe U 6e30I1acHO
U3I10JI3BaHEe Ha UHTEPHET.

2. OcpbluecTBABAT MOCTOSHEH KOHTPOJI 38 CUTYPHOCTTA HA JIETETO CH B MHTEPHET.

3. TlposiBsBaT MHTEpPEC KbM AKTHBHOCTTA HA JIETETO CH B MPEKATa, BKIIFOYMTEIHO U
Ch3[AaBAHETO HA MNPOQUIM B COLUMAIHM MPEKU U PETUCTPALUU B CalTOBE M MOOWIIHU
NPUIOKEHHS, KAaKTO W Jia passiCHAT IOCIEACTBHATA OT  Ch3JaBaHETO  W/WJIH
Pa3IpOCTPAHEHUETO HA ONPENCIIEHO ChAbPIKAHUE.

4. Tlpu ycTaHOBSIBaHE, ue JCTETO MM € KEPTBA Ha KHOEPTOPMO3, J1a CHTHAJIM3HPAT Ha
orzen ,,Kubeprnpecroinnoct” kM ['1aBHa aupekuus ,,bopba ¢ opranusupaHara IpecTbIIHOCT
(http://www.cybercrime.bg/bg), WK [lentnpa 3a Oe3omaceH HHTEPHET
(https://www.safenet.bg/), kakto u mMorat na morbpcar chaeiictsue ot Jupekius ,,CoruamTHo
MOJIIOMarafne’ o MeCTOKMBEEHE Ha JIETETO C IeJl OKa3BaHEe Ha MCHXOJIOTHYecKa IOJKperna
Ha feTeTo. B To3m ciyudaii TpsAOBa Ja yBENOMAT? M JMPEKTOpa Ha 0Opa3oBaTeNHATA
HHCTUTYIIHSL.

5. ChbxpaHsBar 37paBeTo Ha IETETO, KATO MPOCIEIABAT BPEMETO 3a U3I0JI3BaHE Ha
HUHTEPHET.

6. VYBemomsT aupekTopa Ha 0Opa3oBaTeIHATa HHCTUTYIIHS, KOTaTO UM CTaHe
M3BECTHO, Y€ JIETETO UM € OOEKT Ha TOPMO3 OT JPYro JIETe, C KOETO € B €IHO U ChHII0
YUHITHIIE.

Yact Ill. O6mm npaBmja 3a (e3omacHo o0lIyBaHe B HHTEPHET 3a jelaTa H
yuyenuiure (aIanTHPaHM 32 TAX)

Karo nmere w ydyeHWK CBbM IBKEH Ja CIa3BaM CIEIHUTE TpaBwiIa. AKO ce

1 Or crpana Ha o6pasoBaTeNHaTa MHCTUTYLMS ClIE/Ba a ObIAT IPeANpPHETH HEOOXOAUMHUTE AEHCTBUS POJUTENUTE
Ja ObAT 3al03HATH C TEXHUTE IpPaBa U OTTOBOPHOCTH M C IpaBWiaTa 3a Oe3omacHa paboTa B MHTEPHET, KOUTO
JlenaTa ¥ yYeHUIUTE ca 3aJbJDKCHH J1a CIla3Bat

2 YBeioMsBaHETO MOKE /1a ObJIe B YCTHA WM NHCMEHA (OpMa, KaTo 3a MPeINOoYUTaHE € TIMCMEHAaTa TakaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

3aTpyJHSBaM B TAXHOTO pa3OupaHe, Mora Ja Mojyyda MojAKperna OT pOJAUTEN WiIH OT YUUTell, 3a
1a M#A OBJaT OOSICHEHU:

1. [a se naBam nnyHa uH(OpMaLUS: UME, aAPEC, 1apoJia OT EJICKTPOHHA IO0IIa,
npodusl B colMaliHa Mpeka, JUYCH TeJIePOHEH HOMEp, JETCKaTa TpaauHa/y4yWIUIIETO, B
KOETO yua.

2. Jla He maBaM mHpoOpMaIus 3a MecTopaboTaTa Ui JIMYCH U CiIykeOeH TenedoHeH
HOMEp Ha POJUTENNTE, HACTOWHUILIUTE, OJIM3KUTE, MPUATEIUTE, ChYUYCHUITUTE U MTO3HATUTE CH
0e3 TAXHO pa3pelcHHe.

3. Jla He u3mpaiam u J1a He KauBaM OHJIaliH CBOM CHUMKH U BHJIea, 0e3 Mpean ToBa
1a € 00CHACHO U B3E€TO PEIICHUE C POAUTEIUTE MH.

4. Jla He u3mpallaM U J1a He KauBaM OHJIAH CHUMKU U BUJea Ha IPUSITEIH,
ChYYCHHIIH, POJTHUHHY, YIUTEIH, OJIM3KH, TIO3HATH U JIp., 0€3 MpeIn ToBa J1a € 00CHICHO C TAX,
a B cllydyauTe, KOraro ce Kacae 3a MOW IMPUSATENH, ChyUYEHUIH, J]a € ChITaCyBaHO OT TSAXHA
CTpaHa ¥ C POJUTEIIUTE UM.

5. Jla He oTroBapsm u Ja He OTBapsIM NMpUKayeHH (ailyioBe Ha eJIEeKTPOHHA TO1Ia,
MOJIy4eHa OT HEMO3HAT TojaTell. TS MoXe Ja ChIbpXKa BUPYC WIH Jpyra 3JI0BpEIHA
mporpamMa, KoaTo Ja yBpeau KOMIIOThpa/TenedoHa/Tabnera Win a ro HampaBH yS3BUM 3a
BBHIIICH JIOCTBII.

6. Ille ce mockBeTBaM C POAUTENUTE CH/YUUTEN, MPEAH J1a CBANIS UM HHCTATIHPaM
HOBa MPOTpaMa/IPHIIOKEHIE Ha KOMITIOTBP, Telae(oH, TabieT, KakTo U He MPaBsi HAIIO, KOETO
MOJKE€ Jla YBpEAU KOMMIOThpa WK 4Ype3 JaJeHO JCHCTBHE Ja ce Pa3KpusAT JaHHU 32 MEH U
CEMENCTBOTO MHU.

7. Hemara, KouTO IpaBsi B UHTEPHET, HE TPsIOBA /1a BPEAAT Ha APYTH XOpa UM J1a
IPOTHBOPEYAT HA YCTAHOBEHHUTE MpaBuiia (4acT OT TAX ca YPEJACHU B 3aKOHH).

8. MH3BecTHO MU €, e € 3a0paHeHO Jia ce U3MO0J3Ba YY>KI0 MOTPEOUTETICKO UME,
mapoJjia v eJIeKTPOHHA IOIIa.

9. Jla He muIIa U Aa HEe KaYBaM HHILIO, KOETO MOXKeE J1a € OOMIHO WJIM YHU3UTEITHO 3a
MEH WJIH 32 IPYTH X0pa.

10. HezabaBHO uH(pOpMUpaM Bb3pacTeH (POIUTEIN, YUUTEI, JUPEKTOP,
MeIarOrMYeCKU ChBETHHK), KOraTo IMOMaHa Ha MaTepUalid, KOUTO ME Kapar Jia Ce 4yBCTBaM
HEY/IOOHO WJIM Ha MaTepHalld C BPEAHO WM HE3aKOHHO ChIbpXKaHHE, KOETO MOXE J1a Oble
nopHorpadusi, MPOIMOBSAABAHE HA HACHINE W TEPOPU3BM, CETHHYCCKA W PEINTho3HA
HETOJIEPAHTHOCT, ThPTOBHS C HAPKOTHUIIU, Xa3apT U JIp.

11. Jla He oTroBapsiM Ha CHOOIIEHUS, KOUTO ca OOMIHU, 3aIIAITUTEIIHA, HETTPUITHIHA
WIM Me KapaT Ja ce 4YyBcTBaM HeynoOHo. Hudbopmupam poauTenure CH/KIacHUS
PBHKOBOJIUTEIN, YUUTEIL, JUPEKTOP, IEAATOTUICCKU ChBETHUK 3a TAKHBA ChOOIICHUS.

12. Ako HSKOH Me 00MK/1a UIIM TOPMO3H OHJIAlH, He OTroBapsM. JlokinanBam ro Ha
OTTOBOPEH BB3PACTEH (POJIUTEIN, YUUTEIN, JUPEKTOP, NIETArornIeckl ChbBETHUK). Mora u cam
Ja JOKJaJBaM, KaTro ToJaM CHTHaJl Ha caMus CaWT WIM Ha TIOCOYEHUTE aJpecH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro Gmokupam. JIobpe e na Hampass
BeIHAra eKpaHHa CHUMKA (CKPHIHIIOT) HAa CHOTBETHHS PA3rOBOP WIU ChIBbPXKAHHE KaTo
€JIIEKTPOHHO JIOKA3aTeJICTBO, KOETO MpeaaBaM Ha OTTOBOPEH BB3pacTeH (POAMTEN, YUYUTEll,
JTUPEKTOP, MEAArOTHUECKH ChBETHHK).

13. BuumaBam, koraro paszroBapsiM B 4at. [Tomas mpaBuio Nel: ge xopaTa oHIaliH He
BHHArM ca TE3H, 3a KOWTO CE MPEJCTaBAT M MOTaT Ja ThPCAT ONpejelieHa MHPOopMaIus, ¢
KOSITO J1a 3JIOYMOTPeOsAT ¢ MeH WiH ¢ aApyrute xopa. [IpaBuno Ne2 e ue He mpaBsi HUIIO Ha
JPYT YOBEK B MpeXkaTa, KOETO He UCKaM Jia MU Ce CIIyYH U Ha MCH.

14. Ako ce cimyuu Aa nmomnajaHa Ha HHGOpMAIUs WK APYTro ChIbpKaHue B Mpexara,
KOETO HE MH XapecBa WJIM M€ IUIAllM 10 HSAKAaKbB HAYWH, MOTa Jia TOoJaM CHTHAll Ha
JIeHOHOINHAaTa U Oe3ruiatHa Hanmonannara tenedonHa nuaus 3a Aema 116 111, Ha otaen
,,Kubepnpecrsnroct na I'JIBOIT (http://www.cybercrime.bg/bg), na LlenTbpa 3a Ge3omnaceHn
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HHTEpHET Ha aapec: Www.safenet.bg, niu na texuus tenedon 124 123, wim npes yar-Moayia
Ha Www.safenet.bg .

15. TpsabBa na He mprieMaM CPEIH € JUIA, C KOUTO ChbM C€ 3all03Hall/a B HHTEPHET,
OCBEH Clle]l ChIacueTo Ha poxutenute MU. [loMHs, 4e XopaTa, ¢ KOMTO CE€ 3all03HaBam
OHJIAliH, HE BUHArW ca Te3H, 3a KOUTO ce mpezacTaBaT. OMUTBaM ce BHHATH Jia MPOBEPsIBaM
Jla7ii YOBEKBT OTCpPEla HAUCTHUHA € TO3H, 32 KOrOTO C€ IMPEJCTaBs Ype3 MpOBEpKa IO UMe,
UMEJI, CHUMKa M KOHTPOJICH BBIIPOC, Ha KOWTO OM TpsOBaio 1a 3Hae OTroBOpa, ako ¢
HaucTUHA TO3U. IIpu cbMHEHMe MOXKe J]a TIOAaM CUTHAJ WJIU J1a TOThPCS ChBET Mpe3 caiiTa Ha
Ilentnpa 3a 6e30macen uHTEpHET WWW.Safenet.bg.

16. M3nmon3Bam HaCTpoOKKTE 3a 6€30MACHOCT U 3alIUTaTa HA IMYHUTE JaHHHU Ha
COIMAITHUTE MPEKH, MOOMITHUTE MPHIIOKEHHSI U Opay3bpHuTe.

17. Usnon3Bam (yHKIMATA 32 Oe30macHO chpdupane. Jla He mocemnaBam caiToBe B
WHTEPHET, KOUTO Ca ChC ChbPKAHUE, HEMTOIXOSIIO 32 JICTCKA ayAUTOPHSI.

18. M3non3Bam TpyHU (ABITH, C TIABHU U MaJKU OyKBHU, IU(PH U CHICHUATHU
3HAIM) U Pa3]IMYHU 32 BCEKH CAWT MapoJiu.

19. M3non3BaM aHTHBUpPYCHA ITpOrpama, KOsITO ClIe/IBa PEIOBHO Jie ce OOHOBSIBA.
3aeHO C OTTOBOPHHUTE BB3PACTHH (POAUTEIN, YUUTEN, AUPEKTOP), HMOIBPIKAM IOCICIHUTE
aKTyaJIM3MpaHU BEPCHH Ha BCUYKH MPOTPaMU U MPUIIOKCHUS.

20. Axo mos3BaM 0OOIIM KOMITFOTPH, BUHATH MTPOBEPSBAM JaJIH ChbM H3JIA3bJ/H3JIs3]1a
oT mpodwuiia cH, ciiea KaTo CBBPIIM 4Yaca. B ciryuaii, 4e Hamepsi yCTpOICTBO, Ha KOETO IpyT
YUEHHK € paboThII, HO HE € 3aTBOpHJI mpoduia cu, BeaHara Imie u3iissza 0e3 Ja Mmperiiexiam,
MPOMEHSM WK 100aBsiM HHGOpManus B Ipoduiia My.

21. TpsbBa a ©MaM TPEIBHI, Y€ KOTaTo IMMyOJUKyBaM HEBSIPHA M M30TIaucHa
uHpOpMaNKA 3a IPyT YOBEK, JOPH C sICHATa MHUCHJI, Y€ TOBA € IIIera, TOBA MOXeE J1a JOBEAE 110
3710ynoTpeda 1 10 HeMPUATHY MPESKUBSIBAHUS 32 TO3U YOBEK.

CBbBETU 3A 3IPABETO

3a 1a paboTuTe Ha KOMITIOTHP, 0€3 /1a yBpEIUTEe CBOCTO 3/[paBe, pelyBail BpeMeTo CH B
OHJIaliH 1 o(JIaliH cpefa, KaTo cra3BaiTe CIeTHUTE MMPaBUIIa:

3A JIA HE YBPEJUTE 3PEHUETO CHU:

3a Aa HE YBpEAUTE 3PEHUETO CHU:
Pa3CTOAHUCTO MCKIAY OUYUTC U MOHUTOPA TpH6Ba Ja 6T>I[e OKOJIO TTOJIOBHUH METHP;

PA3CTOAHUCTO MCIKIAY OUYMTEC U KilaBHaTypara Ja 61))16 OKOJIO ITOJIOBHH METHP,
BBpPXY MOHHUTOpA HE Tpﬂ6Ba Ja 1noIiazia npsAaKa CJIbHYCBA CBCTIIMHA,
HC pa6OTI/I B CTasd, KbACTO UMa CMECCHA CBCTJIMHA — CIIbHYCBA U U3KYCTBCHA,

BpPC€IHO 3a OYUTE €, aKO 3aa MOHUTOpPA Aa UMa IIPO30pCIL oe3 IOpH U 3aBECH,

AN NN N

3a Ja OTHOYMBAT OYUTC, OT BPEMC Ha BpPCMC OTMECTBaiiTe morjieaa OT MOHHUTOpa U
MOTJIeK Ak mpe3 nNpo3opcua Uinu KbM Hali-TaJIeuHus Kpaﬁ Ha CTasdTa BbpXY HAJICUCH O6CKT;

v/ eIIMH IIBT B TOJMHATA TIPOBEPSBAil 3DEHUETO CH NP OYEH Jiekap (0PTAIMOIIOT).

IIpu pa6Gora ¢ k1aBuatypara:
v’ He nperbBail KUTKaTa, KOraTo IHIIIEII;
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v’ CcrbBail IEKO IPLCTUTE HA PHKATa U OTIYCKAl Maena;

v ;[06pe € [1a U3MOoJI3Ball KjilaBuaTrypa ¢ KJIaBUIIU, KOUTO Ca MOJA JICK HAKJIOH.

IIpu pa6ora ¢ Mmumka:

v MHUIIIKaTa TPsIOBa J1a ObJIe ¢ pa3Mepa Ha JJIaHTa;

\/ HC IBMXHW MHUIIIKAaTa CaMO C ITajIcia U MaJIKus HpBCT;

v [OJI3BAM MOAXOIAIIA HOAI0KKA 32 MULIIKATA.

Meoeanre

v CTONBT TpssOBa Ja ObJe Ha KOJENIA, C peryjiupyeMa BHCOYMHA Ha ceJajKaTa |

o0JerankaTa, KOATO TpsiOBa J1a OCUTYPH OIopa Ha rpbOHAYHMS CTHJIO B 00J1acTTa Ha KPBHCTa;

v OropoTo TpsOBa 1a ObJIe CTAOMITHO M YCTOWYUBO HA BUOPAIIUH.

CXEMA 3A YBEJJOMSIBAHE B CJIYUAI HA KUBEPTOPMO3

CucremeH aIMUHUCTPATOP
(crmy»KUTEN WK BHHIICH
CIICI[HAJIICT)

Vuuten, Bp3OUTATE]I,
PBKOBOAUTEN
HanpasieHue UKT,
JIUPEKTOP, MEeAAroruyecKu

Jupekrop

CricnuaJIucCT

-

\_

Otnen KubepnpecTbnHoct

HanunoHanHa Te. TUHUS 3a

TJIBOII

www.cybercrime.bg <
tell. Ha LlenTsp 3a
Oe301aceH UHTEPHET
124 123
www.safenet.bg

nena 116 111 J

Ponuren,
HACTOMHUK,
MOTICYHTEI, APYT
noJiarany rpuxu

3a JICTETO

\4

Jupeknus
,,COIIHAITHO
noamnomMarane”
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KPATBHBK PEYHUK U JOII'BJIHUTEJIHU CBbBETH:

KAYBAHE U CIHHOAEJAHE HA CHUMKMU — CHUMKH WM BUIEO HA JETE, YUCHHUK,
POIUTEN, YUYUTEIN, NUPEKTOP, MCUXOJOT, PECYPCEH YUYUTEN, ONU3KH, MPUATEIH, MO3HATH WIIH
HETIO3HATH JIMIA ca MyOJWYHO JOCTHITHU U300paKeHUsI B MHTEPHET, KOUTO MOTaT Jia ca KaueHH
OT POJAMTENIUTE WM JIPYTU WICHOBE Ha CEMEUCTBOTO, MPUATENH, ChYYCHULIN U JIp. Te3u, KOUTO
ca T CIOACIIWIN/KAYMJId B UHTEPHET, MOXKE Jla UMaT M3ISUIO J0OpH HAMEPEHUsI KbM HETO/Hes.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, CHIIUTE HE MOTAT Ja ObJAT MOJ3BAaHHU U
MonyJIApU3UpaHu 0e3 ChIIacMeTo Ha TeXHUs aBTOp. Ho TakoBa ChAbpKaHHWE MOXE Ja
HaKbpPHSBA JIMYHOCTTA U JIOCTOMHCTBOTO Ha JUIETO. [IpenophynTeIHO € 0 HUKAaKbB MOBOJ Aa
HE C€ KayBaT CHUMKH Ha JIE€Te, 3a KOMTO MMa W HaW-MaJKOTO ChbMHEHHE, Y€ MOratr Ja My
HaBpenaT u 0e3 HeroBo chriacue. CHoONENSIHETO HA CHUMKH € YeCTO CPEIIaHO SIBJICHUE B
COIIMAIHUTE MPEXH, 3aTOBa OCHOBHA IMPENOPbHKa € MOJOOHM CHUMKH Ja CE€ CIOJEIAT Camo ¢
Xopara OT CIHCHKA C MPHUATENIM HA YOBEKa, KOWTO MCKa J1a KAyl CHUMKATa, U OIIe Mo-100pe —
caMo C TrpynaTta Ha Hai-OJM3KH MPHUATEIN OT peajHus KUBOT. BakHO €, Korato ce CHMMa ChC
cMapT(doH, J1a Ce YBEpHUTE, Y¢ CHUMKHUTE HE CE KauBaT aBTOMATHYHO B MPOQHUIa HA POAUTEIS WIH
JeTeTOo B caiiToBe karo MHcTarpam Hanpumep. B npoduinre cu B conuamHuTe Mpexu TpsiOBa aa
CT€ CUTYpPHHU, Y€ CT€ HACTPOWIM JOCThIIa JI0 CHUMKHUTE CHU Taka, 4e€ Ja C€ BIDKIAT camMO OT
npusteauTe Bu. ChIIOTO ce OTHAcCsS M 3a HACTPOMKHUTE Ha OOJAYHM YCIYTH, B KOHUTO C€
ChABPXKAT CHUMKH U UHPOPMAIIUA.

DAJIINIMBU HOBUHMU - Cr3narenute Ha (HaaiMByU HOBUHU U3MOJI3BAT TPAAUIIMOHHU
MEIMIHM TIOXBaTW 3a MPUBIMYAHE BHUMAHUETO HA YHUTATENs, HAMPUMEpP IPOBOKHUPAIIMU
3arjaBus, HO YCISIBAaT Ja ro 3a0iyJaT U J1a TO HakapaT Ja MOBsIpBa, 4ye MH(OpMaNUATa, KOSTO
yeTe, € HICTHHCKA.

Kak na pasno3naem ¢aamuBuTe HOBUHU:

e [lpaBere pasznuka Mex1y XyMOPUCTUYHU U CEPUO3HU HOBUHAPCKHU CAUTOBE. 3alluTalTe ce —
[03HaBaTe JIM MeAUsATa U umare Ju u aosepue? IIpoBepere nanu 3arilaBUETO, KOETO YECTO €
I'PBMKO ¥ IIOMIIO3HO OTTOBaps Ha ChIIbP’KAHUETO HA HOBUHATA;

e [IpoBepere nanu )KypHAIUCTHT € MOCOYMII KOHKPETHO U3TOYHMKA Ha MH(OpMAIHs WIH
uHpopmanuara ce Oazupa Ha JApyra craTus. llpoBepere gamu OCHOBHHUST H3TOYHUK Ha
uH(popmMalug € JocToBepeH. BuHarm mornexnaiite HayaloTO WM Kpasi Ha CTaTUATa, KbAETO
OOMKHOBEHO € MOCOYEeH HM3TOYHHMKBT Ha MH(popMalus. AKO ce Kacae 3a MHpopmauus, KOosTo
NPOU3/IM3a OT JIbpXKAaBHA WHCTUTYLMA, IpoBepeTe opuIManHaTa # CTpaHHLa Janu (Urypupa
Ta3y HOBHMHA WJIM MOTHPCETE €KCIEepPT MO TeMara OT JaJieHaTa MHCTUTYLHA. AKO HE € MMOCOYEH
U3TOYHHUK, € PEIHO Jla CE ChbMHABATE B JIOCTOBEPHOCTTAa HAa HOBHMHATa. B moBeueTo AOCTOBEpHU
MaTepuaIl ce NMocouyBa HayMHA Ha chbOMpaHe Ha MH(pOpMalUATa M aBTOpa Ha MyONMKaIusTa.
[IpenopbunTeNHO € /1a ce CpaBHU MHPOPMALUATA, aKO € MyOJIMKyBaHa B Pa3IU4YHU U3TOYHHUIIY;

e AKo romajHeTe Ha cTaTHsd, MyOJIMKyBaHa B HEMO3HAT 3a Bac 6Jior, a HHpOpMaLusiTa He €
TUpaXHpaHa HUKbBJIE JAPYyraje, TOBA € 3HaK, 4e HOBUHATa Moxke Ou e (danmuBa. Bunaru tepcere
U JIpyrd pe3yiTaTd 1o TemaTa, a ako T€ ca MajJKO WM HHKakBHM, I0-100pe He
pasnpocTpaHsBaiiTe HOBUHATA,

e [IpoBepere natara Ha myOnIMKaNMATa, Thi KATO YECTO CTApPU M HEAKTYaJTHH HOBHHU Ce
ITyCKaT KaTO HOBHU.

OHJIAMH (KMBEP)TOPMO3bT mupescTaBisBa H3ION3BAHETO HA MHTEPHET 3a
HaHACsHEe Ha E€MOIIMOHAJHA BpeAa BHPXY APYrH Xopa. TOpMO3bT B MHTEPHET MOXKE Ja UMa
paznuunu ¢opmu. Toll Moxke na MHHaBa Ipe3 pa3NpOCTpaHsBaHE HA IMOAUTPABATETHU U
OOMTHM CHHMKH U BHJICOKJIMIIOBE B CAaliTOBE 3a CIIOJENISTHE HAa BUICOCHIbp)KaHHe KaTo Vbox7



n YouTube, ch3naBane Ha dammuBu NpoGUId ¢ OOMAHO ChAbPXKAHUE B COIUATTHU MPEKHU
karo Ask.fm, ®eiicOyk u MHcTarpam, KakTo ¥ B ChbOOLICHUS M N300paskeHUs B TPUIIOKEHUS
3a KoMyHHKanus kato Ckaiinm u BaiiObp, wiau B m3mpamaHeTo Ha OOWAHU CHOOIICHUS U
KOMEHTapH, B CHIIUTE CAUTOBE U TIATPOPMHU.

KPA’KBATA HA MNPO®UJI (xakHaT mpo¢uiI) MpeacTaBisiBa MPUCBOSIBAHETO HA
qy>KJ TOTpeOUTEICKH MpoduiI B colMagHa Mpeka, IaTdopma 3a oOllyBaHe (HAmpUMep
@elicOyK), elIeKTpoHHA Molna Wik apyr cait. KpaxOaTta ctaBa Bb3MOXKHA upe3 BIHM3aHE C
NpaBUJIHATA Iapojia M HEHHara MOJMsSHA C HOBAa M HEHM3BECTHA 3a 4YOBEKA, Ha KOTOTO
npuHaIIekn npopunrbT. Be3mokHo € cien kpaxbara mpoduiabT ga ce u3moa3Ba 0e3
3HAaHUETO M CHIVIACHETO HA IIbPBOHAYAIHMS COOCTBEHHK. AKO Ha JIETE MOJ 33bJDKUTEITHATA
3a OBEYETO COLUAIHU MPEXHU Bb3pacT oT 13 roauHu (Tazu BB3pACT € TakaBa, 3allOTO I0-
roJisiMata 4acT OT MOITYJIIPHH COIMATHUA MPEXH ca aMEPUKAHCKH U TpaBUJIaTa 3a MOJI3BaHE ca
cboOpa3eHH C aMEpUKAaHCKOTO 3aKOHOJATENICTBO) Ce€ Ch3JaBa COOCTBEH NpPOQHI BBHB
®eiicOyk, MHOTO € BaKHO IMPU M300pa Ha BB3pacT Aa ce u3depe moa 18 roguHu, Thil KaTo 3a
HEMbJIHOJIETHUTE NOTPEOUTENN UMa BaKHU JIOIBIHUTEIIHU 3AIIUTH.

KPAKBATA HA JIMYHMU JAHHMH e Bu KOMIIOTHPHO NPECTBIUIEHUE, IIPU KOETO
ce MmpuIoOMBAT YyXXAM JIMYHM JaHHU C Ll (UHAHCOBAa M3MaMa WIM 3J10ynoTpeda KaTo
TerjieHe OT 0aHKOBa CMETKa, WM KaHIUAATCTBAaHE 3a KPEIUT OT 4ykKJ0 ume. Ta3u omacHoct
10 MPUHLIMII HE 3acsira Mo-MajKuTe Jiela, KOUTO He IPUTEKaBaT JIUYHH JTOKYMEHTH, OaHKOBU
cMeTKu uinu Kaptd. Ho mpu TuitHexbpuTe Haj 14-roguiiHa Bb3pacT TO3M PUCK CTaBa
aKTyaJleH.

OUIINHI' ATAKUTE ca nHaii-pa3npoctpanenara ¢opma Ha MHTepHET M3Mama u
LIIMPOKO H3MOJI3BaH IMOXBAaT OT KOMIIIOTBPHM MPECTBIHUIM 3a I[I0JlydaBaHE Ha Ba)KHA
unpopmanua. ToBa mpecTbIuieHHe ce Hapuya ,,pumunr” (,,phishing” — "3apubsBane”,
npousnu3a ot fishing — pu6o0s0B), 3aI0TO €IEKTPOHHUTE CHOOIICHNUS, KOUTO CE pasIpalnar,
ca Karo ,,BpAMIM  C OCHOBHA 1IN MOJIy4aTelIuTe Ja C€ ,,XBaHAT Ha TAX IOpaaud CBOSTA
HEONMTHOCT M HEOCBEJAOMEHOCT, Karo UM oOTroBopsAT. Ilpu ¢uummHra wnsmamHunure
pasmpariar eneKTpOHHa Iolla, KOSATO NMpeTeHAupa, Y€ HABAa OT IMOYTEHAa KOMIIAHUS U Cce
onmuTBa Ja yOenu moayyaTens Ja [JajJe BaKkHA JIMYHA WM (QUHAHCOBA HHQpOpMaIus.
EnexkTpoHHOTO CchOOIIEHHE OOMKHOBEHO MOJM Ja C€ M3INpaTST JUYHU JaHHU U JaHHU 3a
0aHKOBa CMETKa B OTIOBOp WJIM Ja c€ BbBelaT Ha yeOcalT, KbM KOHTO MMa Bpb3Ka. Te3u
JIAaHHU ca HalpuMep NOTPEeOUTEICKH UMEeHa, TapoJId U HOMEpa Ha KPEAUTHU KapTH.

KAK CE ITA3APYBA BE3OIIACHO B UHTEPHET? Ilpeau na nasapysare OT
€JIEKTPOHEH MarasuH, € IOJIE3HO J1a OObpHeTe BHHMMaHUE HaJW4HA JIU € MHpopManus 3a
uMeTo, ajapeca M TenedoHa Ha Thproena. He mpomyckaiiTe na mnpoBepuTre W Jaiu
JIOCTaBYMKBT € MOCOYMJI M3PUYHO MpaBoTO BM Mo 3aKk0oH J1a ce OTKa)xeTe OT MOopbuKara B
pamkute Ha 14 nuu. [lome3no 6m Omio Ja mpodereTe BbB (OPYMUTE OT3UBH OT JPYTH
MOTpeOUTENHN, KOUTO BEYE ca Na3apyBaJid OT BBIIPOCHUS €IEKTPOHEH Mara3uH, KbM KOHTO cTe
ce HacoumId. ThproBeusT € JUIbKeH Ja Bu uHpopMupa 3a OCHOBHUTE XapaKTEpUCTUKH Ha
BCAKa OT MpEAJIaraHUTe OT HEero CTOKM M yciyrd. Toi TpsOBa a mocouM TsAXHATa IieHa ¢
BKJIFOUEHU BCUYKH JAHBIU U TAKCH, KAKTO U CTOMHOCTTA Ha MOLEHCKUTE WJIN TPAHCIIOPTHUTE
pas3xoju, ako HE ce BKIIOUEHHU B KpaliHarta 1eHa. Ha caiita cineaBa na 0be MOCOYEH HAYUHBT
Ha IUTallaHe, JOocTaBKa M M3MBbIHEHHE Ha JoroBopa. Baile mpaBo € ga BbpHETE, 3aKyleHaTa
OT €JIEKTPOHEH Mara3uH CTOKa, ako ce okaxke JedexTHa. Pexnamanusara cu 3a neekTHa cToka
clieiBa J1a MpesiBUTE B HAKOM OT OOCKTUTE HA THProBela, OT KOWTO CTe s 3aKymuiu. AKO
THProBelbT yBaXH pekiamanusta Bu, B pamkuTe Ha Mecel TpsOBa WM J1a PEMOHTHpa
6e3mnaTHoO 3a Bac cTokara minu a s 3aMeHM ¢ HOBa. B cityuaii ye He ycriee 1a cTOpH €1HO OT



JBETE, ClIeJIBa WM Jla HaMaJIM 1IeHaTa, WK Ja BbpHETE CTOKaTa, a Toh JAa Bu BB3cTaHOBH
3aruiaTeHara 3a Hesl CyMa.

SAIUTA HA KOMIIIOTBPHUTE MPE’KU OT OITACHA EJIEKTPOHHA TIOIIIA

1. He Tps6Ba na ce nposiBsiBa MHULIMATUBA 3a MOJy4YaBaHE HA UMEIT MUCMa, UHTEPHET
CTpaHUILM, KOUTO Npeagarar 0e3IaTHU WIK IJIaTEHHU YCIYT'M M CTOKH, YECTO MpeaJiaramy 1a
BU U3NPATAT MpoMoLuu 1o e-mail. OTkaxxeTe TakaBa yciyra.

2. meiin ampechT ce cropens camo mpu Hyxaa. Koraro ce mpenaBa mo eIvuH WA
JIpyr NOBOJI, C€ BHMMAaBa 3a CIIEHUTE JIBE€ HEIA: IbPBO AAJIM OPraHU3aLUsATa WU YOBEKBT,
KOUTO I'0 MOJy4yaBaT, 11€ BU M3IPATU HEXEJAaH HMEWJ; BTOPO, MOXKE JIM J1a C€ pa3uura, 4e
HUMEIIT aapechT HaMa J1a ObJie 1aJieH Ha TPETO JIULIE.

3. He ce oTBapaTr umeinnre B HexxenaHa noma. Hukora He ce oTBapsiiite mpuKayeHU
(haiisioBe B ChOOIICHHS OT HEMO3HAT M3Mpaiad. AKO He ce Mo3HaBa UMETO B moJjieto ,,OT”, He
OTBapsIiiTe MpUKAYCHUs (aii.

4. Axo ce Mmoiy4s HEOYaKBAaHO CHOOIIEHHE ChC CTPAHEH MpUKaueH (ailm OT mo3HaT
u3npamay, TO OM MOIJo Ja ChAbpKA BUpPYC. MHOro 3J0BpeAHM NpOrpaMu ce
pa3npoCTpaHsIBaT A0 BCUUKM KOHTAaKTH, KOUTO HAMEPST B MOIIATa HA 3apa3eHUs] KOMITIOTHP.
TakuBa chOOIIEHMS] YECTO UMAT CTPaHHA TeMa WJIM MMe Ha mpukadeHus ¢aina. Yecto ToBa €
IIETOBUTO CHOOIICHHE, HAChpyaBalllo MONydyaTeNds Ja BUAU KapTHHKA WM Ja MpoyeTre
MpUKaueH TeKCTOBU (haiiyl. BuHarm u3uckBaiTe NMOTBBPXKICHHUE OT HW3Mpaliava, Mpeau Ja
OTBOPHUTE CHOOIICHHE WUJIH MPUKadeH (ailsl OT TaKbB BUJI.

5. TlpoBepsiBa ce MBIHOTO MME Ha mpukadeHus ¢ain. CKpUTUTE Pa3MIMPEHUs OT
uMeTo Ha ¢aiima Morar Aa 3al0iayasaT Ja OTBOPUTE 3apa3eH MpukadeH (aiinm or umeilna.
Bunaru ce npoepsiBa Jajid UMEI MPHIOKEHUETO IMOKa3Ba IBJIHOTO MME Ha MpUKAueHUs
(aiin, BKIIOYUTETHO pa3lInpeHneTo. Bupycu u yepBen Morar Jia ce chIbpKaT BbB (ailsiose,
KOUTO M3IJISKJIAT KaTO KapTHHKH, HapuUMep ¢ pasmmpenue .jpg. Ho e Bp3MOXHO /1a mmar
CKPUTO pa3lIMpeHue, KaTo .eXe WM .vbs KbM HMeTOo Ha (aiina, KOeTo o3HayaBa, dYe
IPUKAYEHUAT (aill HE € KapTUHKa, a Mporpama, KOsATO 1€ C€ CTapTUpa, LIOM CE OTBOpHU
npukayeHus ait.

6. BuumaBa ce c¢ (QammumBuTe mnpemynpexaeHuss 3a BUpycH. DanmmBHTE
NpeaypekaAeHus 3a BUPYCH ca u3BecTHU KaTo "hoaxes". ToBa e (hanmuBo choOIIeHHE, KOETO
MOJIBEXKJa MOTPEOUTENINTE /1a BAPBAT, Y€ ca MOJIyYMSIM BUPYC M T'M HachpuyaBa Ja MpenpaTsiT
MpEeAYNPEXKACHUETO HA BCEKU, KOTOTO MO3HABAT.

7. He otBapsiiiTe uMein, ChIbpKall HEXeNaHa pekigama. Toi Moxke na Obiae
M3MOJ3BaH 3a MpeHacsHe Ha BUpycH u yepBed. OT choOpaskeHHUs 3a CUTYPHOCT OU TpsOBasIo
Jla U3TpUBaTe BCUYKU PEKJIaMHM CHOOIIEHHS OT HEMO3HAT M3Ipallady BeaHara, 0e3 Ja Iu
OTBapsITe.

8. He ce u3moi3Ba camo eaHa TOIIEHCKAa KyTHs 3a Bcuuko. CHenuanucTuTe IO
KHOEPCUTYPHOCT MPENOoPhUBAT Ja € OTKPUBAT HAKOJIKO Pa3IMYHU MOIIU U Ja ce Pa3AelsiT Mo
IpeHa3HaYeHHeE.

9. U3bsareaiiTe CchIo Taka Ja Mpempamniare MucMa MEXy HSIKOJIKO Ballld MOIIEHCKU
KYTHH.

10. He e mnpemopbuuTeNHO Ja c€ Tpenpamar nucMa 10 HSIKOJIKO 4YOBEKa
eaHoBpeMeHHO. OCcOO€HO TakWBa, OT TUIMA - "MpenpareTe ro 10 7 YOBEKa U IIe BU CE€ CIIYIH
Hemo Xy0aBo" win "moMorHere Ha O0JIHOTO MU JIeTe, KaTo MpenpaTuTe TOBa MUCMO Ha MHOTO
XOpa, €I KOW CH Ie MU JaJe 3a BCEKH 3 uMmeina 5 meHrta, HanpuMmep. Te3u mucma ce
pasmpocTpaHsBaT C Iiel ChOUpaHe Ha [EHCTBUTEIHM HMMEWN aJpecd, Thil KaTo TNpu
Ipernpariase, KbM MUCMOTO ce A00aBAT aBTOMAaTHYHO U aIpECUTE Ha MPEAHUTE MOTy4yaTelu.
Crnen HSKOJKO MpemnpaiiaHusi, B €IHO TaKOBa MUCMO CE€ ChOMpAT HAKOJIKO CTOTHIM pPEallHd
MMEIIT aJjpeca, KOUTO CJIe]] TOBa Ce MpoJiaBaT Ha GUPMHU 3a CIIaM.



11. Axo Bce mak MCKaTe Ja MpenpaTuTe HIKaKbB TEKCT WK HHGOpPMAIIUs, KOSTO CTe
IIOJIYYUJIM, KOIIUPAUTE TEKCTa U IO U3IpaTETe KaTo HOBO nucMo. He npenpamaiite npeaHoro,
BBIIPEKH Y€ € MPUMaMIIMBO MO-JiecHO. Taka 11e mpeanasure npusaTeaIuTe cu oT ObIeH] CIIaM.

12. Axo nopaau HsKakBa IpUYMHA IBbPKUTE Ja MPENpPaTUTE OPUTMHAIHOTO IHUCMO,
cnoxere aapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT IOTy4YaTEIIUTE
HsMa Jla BUOM aJpecuTe Ha JApyruTe noigydarenu. [IpuumHara ga ro usnois3BaTe HE € Ja
CKpHETE MOoTydyaTeIuTe eIuH OT IPYT, a 1a TU Mpea3uTe, B cydail ue aapecHaTa KHUTa WU
eJIEKTPOHHATA TOIla HAa HAKOW OT TAX CTaHE JOCTBIIHA HA CIaM-00T (Hampumep MOpaau
BHUpYCHA HH(EKIHS Ha KOMIIIOTHPA MY ).

13. Ilewan6a ot notapusi: He cre crnedyenin. CriaMbpuTe W3IOJI3BAT HAN-PA3TUYHU
NpUMaMJIMBU 3arjlaBusi Ha NHCMara, 3a Ja HakapaT IojydyaTelis Ja T'd OTBOpU. MHOro
noTpeOUTEeN HAMCTUHA OTBApAT MOAOOHM mucMma. Jlopu cien oTBapsiHETO BeAHAra Ja ro
U3TPHUETE, CAMOTO OTBApsHE HA MUCMOTO OU MOTIJIO JIa MOTBBP/H, Y€ aJ[peChT € peajeH U BUE
CT€ I'0 MOJIy4HJIH.

14. OtnucBane oT OJIETUH, 32 KOWTO HE MOMHHUTE Ja cTe ce 3amucBainu. Yecto
CpellaH METOJ, M3I0JI3BaH OT CIaMbpUTE 33 HaMUpaHE HA AKTUBHUTE MOLIEHCKU aJpEcH.
W3npamia ce OroleTHH ¢ JUHK 3a OTHHCBaHE (YX) OT moiy4aBaHeTo My. OTHHCBalKH ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPKIaBa, Y€ M3MO0JI3Ba IOILIEHCKAaTa KyTHs, C KOETO BeAHara
BIIM3a B cmam jucture. Bmecto na ce ornucmate, OIOKUpaiTe MOTy4YaBaHETO Ha MHCMa OT
TO3U aJipec.

15. He otBapsiiTe mucma, KouTo ca (uIIMHT ataku. Hai-goOpusaT HauumH 5a ce
3alIMTUTE OT (PUINMHT aTaKM € KaTO HUKOTa HE OTBAPATE (HUILMHT MMCMa, HO YECTO € TPYTHO
Jla ce pa3no3Hae Koe MucMo e (GUIIMHT aTaka. MoxeTe Jja Ty pa3no3HaeTe 1o:

¢ O6psmenueto e "Dear Customer" niam "Dear User", a He Bamero ume.

¢ B nmucmoTo mnuiie, ye akayHTHT Bu 11e 6b/e npekpaTeH B ciayyail, ue He MOTBBPIAUTE
JTaHHWUTE cH He3abaBHO. /Hackopo cmambpuTe u3nonsBaxa nogodeH nmoxsar koraro Ckaidi ce
cpuHa 3a 1 geH. PasnpoctpaHuxa cboOILEeHNUs, Y€ CKAlN 1€ YNCTH HEAKTUBHU aKayHTH U Ce
HCKallle J]a Ce pa3Nparu ChoOIleHHE Ha TIOHe 15 moTpebuTes, 3a Ja ce J0KaXe aKTUBHOCT./

e VIMelIbT B OT aKayHT, IPUIKYAIL, HO HE €THAKBB C TO3H, KOUTO M3IMOJI3Ba
n3BeCTHa (UpMa, OpraHu3aus U ap. AKO HE CTE CUTYPHH Jalld MUCMOTO € (DUIIUHT MU HE,
Hai-moOpe € Ja He OTBapsTe JMHKOBE, KOUTO ca MyOIMKYyBaHU B HEro, a Jia HamWIleTe Ha
pbKa azipeca Ha caiiTa, KOUTO BU € HEOOXO1M.

e AKO CTe MOJTy4YHJIM TaKoBa MMCMO, 32 MPEANOYUTaHE € 1a OJIoKHupaTe agpeca, OT KOHTO
e u3npateHo. Koraro ro 6i1okupare, Bue naBare yka3zaHus Ha NOLIEHCKUST KIUEHT, Y€ TOBA €
craMm 1 He TpsOBa aa ce npuema. [loBeueto moTpeduTenu odaye MpocTo U3TPUBAT cHama U
TOM IPOJIbJIKABA J1a UJBA B KyTHSITA.

Hacrosimure mpaBuja ca paspadoreHH c¢ oriej (opMHpaHe HAa NMOJIUTHKH B
JAeTCKUTe TPAaIUHM M YYWJIUINATA, KOWUTO Ja OPraHu3MpaT H3MN0J3BaHETO Ha
o0pa3oBaTe/IHUS MOTEHLIHAJ] KAKTO HAa KOMIIOTbPHATA Mpe:ka Ha o0pa3oBaTeIHATA
HHCTHUTYIHS, TAKA U HA IVI00AJTHATA MpeXa, B ChYeTaHMe ChC CHCTeMa OT MepPKH 3a
CHUTYPHOCT U 0€30MacHOCT Ha JAenaTa U ydyeHunuTte. [Ipuiiaranero M Ha MPaKTHKA 1eJIH
NOBMIIABAHETO HA MH(MOPMHUPAHOCTTA M JUIMTAJIHATA TPAMOTHOCT HA OOLIHOCTTA OT
Jlena, POAUTE/H, YIUTEIH, JTUPEKTOPH U CIIyKUTe .

3 [IpaBunaTa ca chbriacyBaHK M pa3pabOTEHH U C y4aCTHETO Ha eKCIIEPTH OT oTeln ,,KubeprnpecTbIHOCT” KbM
I'maBHa qupekmus ,,bopba ¢ opranusupanara npecTbnHOCT U ¢ L{eHTHpa 3a 6e30maceH HHTEPHET.




